Technical Controls for DPDP Act 2023-2025 Implementation: Data Fiduciary and Significant Data Fiduciary Requirements

Government of India
Ay  Ministry of Electronics and Information
==’ Technology

DIGITAL PERSONAL DATA

PROTECTION ACT, 2023
(DPDP Act)

Executive Summary

India's Digital Personal Data Protection Act 2023, operationalized through the DPDP Rules 2025 (notified November 14, 2025), establishes prescriptive technical and organizational security requirements significantly more
specific than many global privacy regulations. Unlike GDPR's principles-based "appropriate technical and organizational measures," India's framework explicitly mandates minimum security controls including encryption,
data masking, access controls, logging, and one-year log retention.

This report provides comprehensive technical control requirements for:
1. Data Fiduciaries (All): 26 mandatory technical controls under Section 8 and Rule 6
2. Significant Data Fiduciaries (SDFs): 20 additional enhanced controls including annual DPIAs, independent audits, algorithmic accountability, and conditional data localization

Maximum Penalties: Up to 250 crore (~$30M USD) for failure to maintain reasonable security safeguards; up to 3150 crore for SDF-specific violations.

1. Foundational Framework: DPDP Act Section 8 Obligations
1.1 Core Data Fiduciary Obligations
Section 8 of the DPDP Act establishes the foundational obligations for all entities processing personal data, regardless of size or sector.

Section 8 Key Provisions:

Sub- Obligation Implication
Section

Data Fiduciary responsible for compliance irrespective Absolute accountability; cannot
8(1) of any agreement or Data Principal failure contract away liability




Sub- Obligation Implication
Section
Written data processing agreements
8(2) May engage Data Processor only under valid contract mandatory
Ensure completeness, accuracy, consistency of data Data quality validation before
8(3) used for decisions or disclosures automated decision-making
Implement appropriate technical and organisational Foundation for Rule 6 prescriptive
8(4) measures requirements
Reasonable security safeguards to prevent personal Core security obligation; Rule 6 defines
8(5) data breach "reasonable"
72-hour Board notification; immediate
8(6) Notify Board and affected Data Principals of breach Data Principal notification
Automated retention enforcement; 48-
8(7) Erase data when purpose no longer served hour deletion notice
Accessible complaint portal; published
8(10) Establish effective grievance redressal mechanism response timelines

Critical Interpretation: Section 8(4) and 8(5) provide enabling provisions that Rule 6 operationalizes through specific technical requirements. The phrase "reasonable security safeguards" is NOT principles-based but
prescriptive when read with Rule 6.

1.2 Rule 6: Reasonable Security Safeguards (Mandatory Minimum Controls)
Rule 6 of DPDP Rules 2025 represents India's statutory cybersecurity baseline, prescribing minimum security measures every Data Fiduciary must implement.
Rule 6(1) Mandatory Minimum Safeguards:
(a) Data Security Measures
Requirement: Secure personal data through encryption, obfuscation, masking, or virtual tokens mapped to personal data.
Technical Implementation:
1. Encryption at Rest:
e Standard: AES-256 encryption for databases, file systems, storage media
e Scope: All personal data stored in production databases, data warehouses, backup systems

¢ Key Management: Hardware Security Modules (HSMs) for cryptographic key storage; key rotation every 90-180 days



Verification: Certificate review; encryption status monitoring; annual penetration testing

2. Encryptionin Transit:

Standard: TLS 1.2 or higher for all network transmissions; HTTPS mandatory for web applications
Scope: APl communications, database connections, file transfers, email containing personal data
Configuration: Strong cipher suites only; disable SSL 3.0, TLS 1.0, TLS 1.1

Verification: Network traffic inspection; SSL/TLS configuration audit; vulnerability scanning

3. Data Masking and Obfuscation:

Technique: Mask sensitive identifiers (Aadhaar, PAN, financial numbers) in logs, non-production environments, dashboards
Methods: Format-preserving encryption; partial masking (show last 4 digits only); character substitution
Use Cases: Development/testing environments; internal dashboards; customer service screens; audit logs

Verification: Code review; test environment validation; access log sampling

4. Tokenization:

Technique: Replace sensitive data with non-sensitive surrogate values (tokens)
Architecture: Separate token vault system; one-way mapping for high-security scenarios
Use Cases: Payment card data; Aadhaar numbers; biometric identifiers; financial account numbers

Verification: Token generation testing; mapping integrity verification; vault security audit

Gap from Global Standards: GDPR Article 32(1)(a) "recommends" pseudonymization and encryption; DPDP Rule 6 mandates these as minimum requirements.

(b) Access Controls

Requirement: Appropriate measures to control access to computer resources used by Data Fiduciary or Data Processor.

Technical Implementation:

1. Role-Based Access Control (RBAC):

Design: Define roles (Administrator, Data Analyst, Customer Service, Developer) with specific permissions
Principle: Least privilege—users receive minimum access necessary for job function

Scope: Application-level, database-level, file system-level access controls

Configuration: Separate production and non-production access; elevated privileges require justification

Verification: Quarterly access reviews; user access reports; privilege audit

2. Authentication Mechanisms:

Multi-Factor Authentication (MFA): Mandatory for administrative access; strongly recommended for user accounts accessing sensitive data
Password Policy: Minimum 12 characters; complexity requirements; 90-day rotation for privileged accounts

Session Management: Automatic timeout after inactivity; re-authentication for sensitive operations



o Verification: Authentication system configuration review; MFA adoption rate monitoring
3. Network Access Controls:
e Segmentation: Separate network zones for Pll processing systems
o Firewall Rules: Restrict access to personal data systems to authorized networks/IPs only
e VPN: Mandatory for remote access to systems processing personal data
e Verification: Network architecture review; firewall rule audit; VPN access logs
4. Privileged Access Management (PAM):
e Controls: Separate privileged accounts from regular accounts; just-in-time access provisioning
e Monitoring: All privileged account activity logged and monitored
e Scope: Database administrators, system administrators, cloud infrastructure administrators
o Verification: Privileged access logs; approval workflow audit
Ambiguity Note: Rule 6(1)(b) does not specify whether MFA is mandatory or what constitutes "appropriate" access controls. Industry best practice recommends MFA for administrative access as minimum standard.
(c) Visibility on Accessing Personal Data
Requirement: Maintain appropriate logs, monitoring, and review for enabling detection of unauthorized access, its investigation, and remediation.
Technical Implementation:
1. Comprehensive Logging:
e Eventsto Log: All access to personal data (read, write, modify, delete); authentication attempts (successful and failed); privilege escalations; system configuration changes
e Data Elements: User ID, timestamp, source IP, action performed, data accessed, success/failure status
e Scope: Application logs, database audit logs, system logs, network logs
e Verification: Log completeness testing; sample log review; logging configuration audit
2. Security Information and Event Management (SIEM):
o Capability: Centralized log aggregation; real-time correlation; automated alerting
e Use Cases: Detect anomalous access patterns; identify unauthorized data exfiltration; alert on policy violations
e Integration: Integrate logs from all systems processing personal data
o \Verification: SIEM configuration review; alert testing; incident response drills
3. Monitoring and Review:
e Frequency: Continuous automated monitoring; weekly manual log review; monthly trend analysis
o Alerts: Configure alerts for: multiple failed login attempts; access from unauthorized locations; bulk data downloads; after-hours access
o Response: Defined escalation procedures for security alerts; investigate within 24-48 hours
e Verification: Alert response logs; investigation documentation; mean time to detect (MTTD) metrics

4. Intrusion Detection:



e Systems: Deploy Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS)
e Capability: Network-based and host-based intrusion detection
e Tuning: Regular tuning to reduce false positives while maintaining detection efficacy
o \Verification: IDS/IPS rule review; detection capability testing; false positive rate monitoring
Technical Complexity: Implementing comprehensive logging and SIEM adds significant infrastructure costs, particularly for high-volume data processors, but is non-negotiable under Rule 6.
(d) Business Continuity and Recovery
Requirement: Reasonable measures for continued processing in the event of confidentiality, integrity, or availability compromise, such as data backups.
Technical Implementation:
1. Backup Systems:
e Frequency: Daily incremental backups; weekly full backups; real-time replication for critical systems
e Scope: All personal data; backup configuration data, logs, encryption keys (in separate secure vault)
e Encryption: Backups must be encrypted (inherit from Rule 6(1)(a) requirement)
e Storage: Offsite or cloud backup storage; geographic redundancy recommended
o Verification: Quarterly backup restoration testing; backup integrity verification; backup completion logs
2. Disaster Recovery (DR) Planning:
e Recovery Time Objective (RTO): Maximum tolerable downtime (typically 4-24 hours for personal data systems)
e Recovery Point Objective (RPO): Maximum tolerable data loss (typically <1 hour for critical systems)
o DR Site: Secondary data center or cloud region for failover
o Testing: Semi-annual DR drills; document results and remediate gaps
e Verification: DR plan documentation; testing reports; RTO/RPO achievement records
3. Incident Recovery:
o Procedures: Documented procedures for restoring data after breach, ransomware, or system failure
e Capabilities: Isolated recovery environment; malware-free restoration verification
¢ Communication: Notify affected Data Principals per Rule 7 during recovery
e Verification: Incident recovery playbooks; post-incident reviews
(e) Log and Data Retention
Requirement: Retain logs and personal data for period of one year for enabling detection of unauthorized access, its investigation, remediation, and continued processing, unless compliance with law requires otherwise.
Technical Implementation:
1. Minimum One-Year Log Retention:
e Scope: All logs specified in Rule 6(1)(c)—access logs, audit logs, security logs, system logs

e Storage: Compressed, encrypted, and stored in compliance with Rule 6(1)(a)



o Exception: If sectoral law (banking, insurance, telecom) requires longer retention, comply with longer period
¢ Deletion: Automated deletion after retention period unless under legal hold or investigation
e Verification: Log retention policy documentation; storage capacity planning; retention compliance audit
2. Personal Data Retention:
e General Rule: Retain for one year OR until purpose no longer served (whichever comes first)
e Purpose-Based Retention: Different retention periods for different purposes (e.g., contractual data retained for contract duration + legal requirement)
e Deletion Triggers: Purpose completion; consent withdrawal; Data Principal request; regulatory requirement
e Notification: Provide 48-hour advance notice before deletion per Rule 8
e Verification: Retention schedule documentation; automated deletion workflows; deletion logs
Strategic Implication: One-year mandatory retention imposes significant storage costs for high-volume processors (e.g., payment gateways processing billions of transactions).
(f) Processor Contractual Safeguards

Requirement: Appropriate provision in contract with Data Processor for taking reasonable security safeguards — applicable to SDF per DPDP Act

Technical Implementation:
1. Data Processing Agreement (DPA) Clauses:
e Security Obligations: Flow down all Rule 6(1) requirements to processor contractually
¢ Audit Rights: Right to audit processor's security controls annually or upon breach
e Sub-Processor Authorization: Require prior written authorization before engaging sub-processors
e Breach Notification: Processor must notify Data Fiduciary immediately upon breach discovery
e Data Return/Deletion: Upon contract termination, processor must securely delete or return all personal data
e Verification: DPA template review; processor compliance attestation; audit execution
2. Vendor Security Assessment:
o Pre-Engagement: Security questionnaire; ISO 27001 or SOC 2 certification verification
¢ Ongoing: Annual vendor security assessment; continuous monitoring
e Third-Party Risk: Maintain vendor risk register; tiered risk assessment based on data sensitivity
o \Verification: Vendor assessment reports; certification documentation; risk register
(g) Technical and Organisational Measures
Requirement: Appropriate technical and organisational measures to ensure effective observance of security safeguards.
Technical Implementation:
1. Technical Measures:
e Privacy by Design: Embed privacy controls into system architecture from inception

¢ Data Minimization: Collect only necessary data fields; implement field-level validation



o Secure Development: Secure coding practices; code review; security testing in SDLC
¢ Vulnerability Management: Regular vulnerability scanning; patch management within 30 days for critical vulnerabilities
e Verification: Privacy impact assessments; code review records; vulnerability scan reports
2. Organisational Measures:
e Policies and Procedures: Document privacy policy, data security policy, incident response plan, retention policy
e Training and Awareness: Annual privacy training for all employees; role-specific training for developers, administrators
e Governance: Privacy steering committee; executive accountability; Board reporting
e Third-Party Management: Vendor management procedures; processor oversight program

e Verification: Policy documentation; training completion records; governance meeting minutes

2. Data Breach Management: Rule 7 Requirements

2.1 Breach Detection and Response

Rule 7 prescribes dual notification requirements upon becoming aware of a personal data breach.

Breach Definition: Unauthorized access, acquisition, use, disclosure, disruption, modification, or destruction of personal data.
2.2 Notification to Data Principals

Requirement: Notify affected Data Principals "without delay" upon becoming aware of breach.

Rule 7(1) Content Requirements:

Element Requirement Implementation

Describe what happened (e.g., ransomware Incident classification; root cause
Nature of Breach attack, unauthorized access) analysis

Number of affected individuals; categories of Data impact assessment; affected
Extent of Breach data compromised user identification
Timing When breach occurred; when discovered Incident timeline documentation

System inventory; affected asset
Location Which systems/databases were affected identification

Expected Potential harm to Data Principals (identity theft, Risk assessment; consequence
Consequences financial loss, etc.) analysis




Element Requirement Implementation

Mitigation Steps Actions taken to contain breach and prevent Remediation actions; control
Taken recurrence enhancements

DPO contact; helpline number;
Contact Information [ Whom to contact for questions or assistance support email

Technical Implementation:
¢ Notification Channels: Email, SMS, in-app notification, website banner
e Templates: Pre-approved breach notification templates for rapid deployment
¢ Timing: Immediate notification (within hours, not days)
e Verification: Notification delivery logs; acknowledgment tracking; helpline call logs
2.3 Notification to Data Protection Board
Requirement: Notify Data Protection Board in two stages.
Rule 7(2) Two-Stage Notification:
1. Initial Intimation: Immediately upon becoming aware of breach
e Basicinformation: breach occurred, preliminary assessment, immediate actions taken
e Timing: "Immediately"—interpreted as within 24 hours
2. Detailed Report: Within 72 hours of becoming aware
e Comprehensive report with all Rule 7(1) elements plus:
e Root cause analysis
o Affected Data Principal count and categories
e Data fields compromised
o Remediation plan with timelines
e Measures to prevent recurrence
e Format: As prescribed by Data Protection Board portal
Technical Implementation:
e Breach Detection: SIEM alerting; Data Loss Prevention (DLP) systems; anomaly detection
e Assessment: Incident response team activated; preliminary impact assessment within 4 hours
¢ Notification System: Integration with Board's digital portal for automated submission

o \Verification: Board submission receipts; acknowledgment from Board; compliance with 72-hour timeline



Penalty for Non-Compliance: Up to X200 crore for failure to notify breach.

3. Data Retention and Erasure: Section 8(7) and Rule 8
3.1 Retention Obligation
Section 8(7): Data Fiduciary shall erase personal data when (a) consent is withdrawn; OR (b) purpose is no longer served.
Purpose No Longer Served: Defined in Section 8(8) as when Data Principal has not:
e Approached Data Fiduciary for performance of purpose; AND
o Exercised any rights related to processing
...for such time period as prescribed (different periods for different classes of Data Fiduciaries).
3.2 Deletion Notice Requirement
Rule 8: Before deleting personal data, Data Fiduciary must notify affected Data Principal at least 48 hours in advance.
48-Hour Notice Content:
e Databeing deleted
e Reasonfor deletion (purpose served, consent withdrawn, inactivity period)
e Opportunity to access, correct, or reactivate account before deletion
o Effective date of deletion
Technical Implementation:
o Automated Retention Enforcement: Policy engine monitoring purpose completion and inactivity periods
o Notification System: Email notification 48 hours before scheduled deletion; user confirmation option
e Deletion Workflow: Secure deletion (overwrite data, not just mark as deleted); backup deletion within reasonable period

o \Verification: Deletion logs; Data Principal acknowledgment; certification of complete removal

4. Grievance Redressal: Section 8(10) and Rule 9
4.1 Grievance Mechanism Requirement
Section 8(10): Every Data Fiduciary must establish effective mechanism to redress Data Principal grievances.
Rule 9 Requirements:
e Publish response timeline for grievances on website/app
¢ Implement technical and organizational measures for timely responses

o Designate contact person or officer for grievances



4.2 Technical Implementation
1. Grievance Portal:
e Online complaint submission form
o Ticket tracking system with unique reference number
¢ Automated acknowledgment within 24 hours
e Status updates throughout resolution process
e Verification: Portal accessibility testing; ticket response time metrics
2. Escalation Workflow:
e Tier 1: Customer service team (resolve within 15-30 days)
e Tier 2: DPO or designated privacy officer (resolve within 30-60 days)
o Tier 3: Escalation to Data Protection Board if unresolved
o \Verification: Escalation logs; resolution rate metrics; average resolution time
3. Published Response Timelines:
o Display prominently on website and app
e Typicaltimeline: 30-90 days based on complexity
e SlLAtracking and reporting to management
e Verification: Website publication; SLA achievement rate

Penalty for Non-Compliance: Up to X200 crore for failure to establish grievance mechanism.

5. Significant Data Fiduciary (SDF) Requirements
5.1 SDF Designation Criteria
Section 10(1): Central Government may notify any Data Fiduciary or class of Data Fiduciaries as SDF based on assessment of relevant factors:
Illustrative Thresholds (Not Yet Officially Notified):
e =10 million Data Principals
e Large-scale processing of financial, health, or biometric data
e Platforms with systemic societal impact (social networks, digital banks, telecom operators)
o Data processors affecting sovereignty, electoral democracy, security of state, or public order
Likely SDF Entities:
e Social Media: Meta (Facebook/Instagram), Google (YouTube), Twitter/X, WhatsApp India
e E-Commerce: Amazon India, Flipkart, ride-hailing apps (Uber, Ola)

e Payments: PhonePe, Paytm, Google Pay, major banks (HDFC, ICICI, SBI)



e Healthcare: Large hospital chains (Apollo, Fortis), telemedicine platforms (Practo, 1Tmg)
e Telecom: Bharti Airtel, Reliance Jio, Vodafone Idea
e Government Platforms: UIDAI (Aadhaar), DigiLocker, Co-WIN
5.2 SDF-Specific Obligations
5.2.1 Data Protection Officer (DPO) - Section 10(2)(a)
Requirements:
1. Appointment: Mandatory DPO appointment
2. Location: DPO must be based in India
3. Reporting: DPO responsible to Board of Directors or similar governing body
4. Role: Point of contact for grievance redressal mechanism
Technical Implementation:
e Appointment Letter: Board resolution appointing DPO; organizational chart showing reporting line
e India Residency: Indian resident verification; office location in India; Indian contact details
e Contact Publication: DPO name, email, phone number published on website and app
o Escalation Workflow: Integrate DPO into grievance redressal system as Tier 2/3 escalation

e Verification: Appointment documentation; published contact details; residency proof

Penalty for Non-Compliance: Up to 3200 crore.
5.2.2 Data Protection Impact Assessment (DPIA) - Rule 13(1)(a)
Requirements:
1. Frequency: Conduct DPIA once every 12 months (annually)
2. Scope: Assess all processing activities; identify risks to Data Principal rights

3. Reporting: Furnish report containing significant observations to Data Protection Board

DPIA Process for SDFs:

Step Activity Output

1. Scoping Identify all processing activities within scope Processing inventory

2. Data Mapping Map data flows, storage locations, access points Data flow diagrams




Step

Activity

Output

3. Risk Identification

Identify privacy risks (unauthorized access, profiling,
discrimination, etc.)

Risk register

4. Risk Assessment

Evaluate likelihood and impact using risk matrix
(High/Medium/Low)

Risk ratings

5. Mitigation
Measures

Document controls to mitigate risks (technical, organizational)

Control inventory

6. Residual Risk

Calculate residual risk after controls applied

Residual risk
assessment

7. Consultation

Consult with DPO, legal, security, business stakeholders

Stakeholder input

8. Documentation

Prepare comprehensive DPIA report

DPIA report

9. Board Submission

Submit report with significant observations to Data Protection
Board

Submission receipt

10. Review & Update

Update DPIA when processing changes or annually

Updated DPIA

Significant Observations to Report:

¢ High residual risks that cannot be fully mitigated

e Processing activities that pose substantial risk to Data Principal rights

e Gapsincompliance with DPDP Act or Rules

¢ Recommendations for Board consideration

Technical Implementation:

e DPIATool: Software platform for conducting DPIAs; risk scoring automation

e Risk Matrix: Standardized likelihood x impact matrix (1-5 scale)

e Control Library: Reference library of technical/organizational controls

e Board Portal Integration: Direct submission to Data Protection Board's digital platform

o \Verification: DPIA completion certificates; Board submission acknowledgments; annual schedule adherence




Penalty for Non-Compliance: Up to X150 crore (SDF-specific penalty tier).
5.2.3 Independent Data Audit - Section 10(2)(b) and Rule 13(1)(a)
Requirements:
1. Frequency: Conduct audit once every 12 months (annually)
2. Independence: Appoint independent data auditor (external third party)
3. Scope: Evaluate compliance with DPDP Act and Rules provisions
4. Reporting: Furnish report with significant observations to Data Protection Board
Independent Auditor Qualifications:
e Qualified cybersecurity/privacy audit firm
e |SO 27001 Lead Auditor certified personnel
o No conflict of interest (cannot be internal auditor or consultant who designed controls)
e Trackrecord of data protection audits
Audit Scope:
e Compliance with Rule 6 security safeguards
o Effectiveness of technical and organizational measures
e Breach notification procedures
e Dataretention and erasure practices
e Grievance redressal mechanism effectiveness
e DPO role and responsibilities
e DPIA process and outcomes
e Algorithmic accountability measures (if applicable)
Audit Deliverables:
e Audit plan and scope document
e Testing evidence (sample logs, access reviews, configuration screenshots)
e Findings and gap analysis
e Risk-rated non-conformities (Critical/High/Medium/Low)
e Remediation recommendations with timelines
e Executive summary for Board submission
Technical Implementation:
¢ Auditor Engagement: RFP process; auditor selection; independence attestation

¢ Audit Execution: On-site and remote testing; interviews with stakeholders; documentation review



¢ Remediation Tracking: Gap remediation plan; action item tracking; verification of closure
e Board Submission: Submit audit report with significant observations; remediation plan

e Verification: Engagement letters; audit reports; Board submission receipts; remediation evidence

Penalty for Non-Compliance: Up to 3150 crore.
5.2.4 Algorithmic Accountability - Rule 13(1)(c)
Requirements:

SDFs must observe due diligence to verify that algorithmic software deployed for hosting, display, uploading, modification, publishing, transmission, storage, updating, or sharing of personal data are not likely to pose arisk
to the rights of Data Principals.

Scope of Algorithmic Systems:
o Artificial Intelligence (Al) and Machine Learning (ML) models
e Automated decision-making systems
e Profiling and recommendation engines
e Content moderation algorithms
e Fraud detection systems
e Credit scoring algorithms
e Hiring and HR analytics systems
Algorithmic Due Diligence Process:
1. Algorithm Inventory:
e Catalog all algorithmic systems processing personal data
¢ Document purpose, data inputs, decision outputs, impact on Data Principals
o \Verification: Algorithm register; system documentation
2. Algorithmic Impact Assessment:
e Fairness Testing: Test for bias across protected attributes (gender, caste, religion, region)
e Accuracy Testing: Validate model accuracy; monitor false positive/negative rates
e Transparency: Document model logic; provide explainability for automated decisions
¢ Rights Impact: Assess whether algorithm could harm Data Principal rights (discrimination, denial of services, privacy intrusion)
e \Verification: Fairness test results; accuracy metrics; explainability documentation; impact assessment reports

3. Bias Detection and Mitigation:



e Statistical parity testing across demographic groups

e Disparate impact analysis

e Mitigation techniques: re-sampling, algorithm tuning, fairness constraints

o \Verification: Bias detection reports; mitigation actions; post-mitigation testing

4. Ongoing Monitoring:

e Model performance monitoring (accuracy, drift, bias)

e Quarterly algorithmic reviews

¢ Re-assessment when model is retrained or significant changes occur

e Verification: Monitoring dashboards; quarterly review reports; change logs
Technical Implementation:

e Al Governance Framework: Policies for responsible Al development and deployment

o Fairness Tooling: Al Fairness 360, What-If Tool, Fairlearn libraries for bias detection

e Explainable Al (XAl): LIME, SHAP for model explainability

o Model Documentation: Model cards documenting intended use, training data, performance, limitations

e Human Oversight: Human-in-the-loop for high-stakes decisions (credit denial, employment)

e Verification: Al governance policy; fairness testing reports; XAl implementations; model cards; human review logs
Strategic Significance: Rule 13(1)(c) positions India ahead of most jurisdictions in operationalizing algorithmic accountability, though detailed implementation guidance awaited from Data Protection Board.
Penalty for Non-Compliance: Up to 3150 crore.

5.2.5 Data Localization - Rule 13(2)

Requirement:

SDFs must ensure that personal data specified by Central Government (based on committee recommendations) is processed subject to restriction that the personal data AND traffic data pertaining to its flow is not
transferred outside India.

Key Elements:
1. Government Notification Required: Central Government will notify specific categories of personal data subject to localization after committee review
2. Committee Process:
e Government-constituted committee with sectoral regulator representation
e Sectoral regulators propose data categories requiring localization
o Committee reviews necessity, holds consultations, issues recommendations
e Government issues notification specifying localized data categories
3. Dual Restriction:

e Personal Data: Specified categories must remain in India



o Traffic Data: Metadata about data flow (source, destination, volume, timing) also restricted from leaving India
Anticipated Localized Data Categories (Speculation based on sectoral laws):
o Payments Data: Payment transaction data (per RBI existing requirements)
e Telecom Data: Call detail records, location data (per DOT regulations)
e Health Data: Electronic health records, medical prescriptions (per proposed Digital Health Authority)
e Aadhaar Data: Biometric and demographic data from Aadhaar system
e Critical Personal Data: To be defined by government (likely national security-related)
Technical Implementation:
1. Data Classification:
e Tag personal data by category (payment, health, telecom, etc.)
o Automated classification engine based on data fields
o Verification: Data catalog; classification rules; tagging accuracy audit
2. Geographic Access Controls:
o Dataresidency enforcement: databases and storage within India geographic region
o Network-level restrictions: prevent data transmission outside India
e Cloud configuration: use India regions only (e.g., AWS ap-south-1 Mumbai; Azure Central India)
e Verification: Cloud configuration audit; network traffic monitoring; data residency attestation
3. Traffic Data Monitoring:
e Logall data flows including source, destination, volume, timing
e Monitor for cross-border data transfers (even encrypted)
o Alert on any transfer attempts outside India
o \Verification: Traffic flow logs; cross-border transfer monitoring reports; DLP alerts
4. Processor Contracts:
e Ensure Data Processors also comply with localization requirements
e Contractually prohibit sub-processors outside India for localized data
o Verification: Processor agreements; sub-processor location verification
Strategic Challenge: Localization requirements may conflict with global cloud architectures and increase costs for multinational organizations.

Penalty for Non-Compliance: Up to 3150 crore.

6. Implementation Roadmap for Data Fiduciaries

6.1 Phased Implementation Approach



6.2 Effort and Cost Estimates - Approximately
Small Data Fiduciary (< 100K Data Principals):

e Implementation Effort: 200-400 person-days over 6-9 months

e Technology Investment: ¥50 lakhs - X2 crore ($60K-$240K USD)

e Annual Compliance Cost: 325 lakhs - %1 crore ($30K-$120K USD)
Medium Data Fiduciary (100K - 10M Data Principals):

e |Implementation Effort: 400-800 person-days over 9-12 months

e Technology Investment: 32 crore - 310 crore ($240K-$1.2M USD)

e Annual Compliance Cost: X1 crore - 35 crore ($120K-$600K USD)
Significant Data Fiduciary (> 10M Data Principals):

e Implementation Effort: 800-1500 person-days over 12-18 months

e Technology Investment: 310 crore - 50 crore ($1.2M-$6M USD)

e Annual Compliance Cost: 5 crore - 325 crore ($600K-$3M USD)

e Additional SDF Costs: DPO salary (I50L-32Cr/year), annual DPIA (10L-350L), annual independent audit (320L-31Cr)
Cost Drivers:

e SIEMdeployment and licensing

e Encryption infrastructure (HSMs, key management)

e Consent management platform

e Data subjectrights portal development

e One-year log retention storage

o DPO/privacy team staffing

e External audit and DPIA costs (SDFs)

e Training and awareness programs
6.3 Technology Stack Recommendations
Encryption & Key Management:

e Solutions: AWS KMS, Azure Key Vault, Thales HSM, SafeNet Luna HSM

e Open Source: OpenSSL, BouncyCastle for application-level encryption
Access Control & Identity Management:

e Solutions: Okta, Microsoft Entra ID (Azure AD), Ping Identity, ForgeRock

e Open Source: Keycloak, FreelPA

SIEM & Log Management:



¢ Solutions: Splunk, IBM QRadar, Microsoft Sentinel, LogRhythm, Securonix
e Open Source: Elastic Stack (ELK), Wazuh, Graylog
Data Masking & Tokenization:
e Solutions: Delphix, Informatica Data Masking, Protegrity, Voltage SecureData
e Open Source: Apache ShardingSphere, PostgreSQL anonymization extensions
Backup & Business Continuity:
e Solutions: Veeam, Commvault, Rubrik, Cohesity
e Cloud: AWS Backup, Azure Backup, Google Cloud Backup
Consent Management:
e Solutions: OneTrust, Cookiebot, Didomi, Usercentrics, TrustArc
¢ India-Specific: Account Aggregators (Consent Managers registered with Data Protection Board)
Data Subject Rights Portal:
e Solutions: OneTrust DataGuidance, Securiti.ai, BigID, WireWheel
e Custom Development: Build using existing CRM/ticketing system
DPIA & Compliance Management:
e Solutions: OneTrust Privacy Management, TrustArc, Nymity, DataGrail

e Manual: DPIA templates + project management tool (Jira, Monday.com)

7. Comparative Analysis: DPDP vs Global Frameworks

7.1 DPDP Rule 6 vs GDPR Article 32

Dimension DPDP Rule 6 GDPR Article 32
Approach Prescriptive minimum standards Principles-based "appropriate measures"
Encryption Explicitly mandated Recommended but not mandatory
Masking/Tokenization Explicitly mandated Not specifically mentioned
Log Retention Mandatory one year Not specified




Dimension DPDP Rule 6 GDPR Article 32
Access Controls Required but not detailed Required but not detailed
SIEM Implied through monitoring requirement Not specified
Backups Explicitly mandated Implied through availability requirement
Processor Contracts Security provisions mandatory Security provisions mandatory
Flexibility Lower (fixed requirements) Higher (context-dependent)

Insight: DPDP Rule 6 is significantly more prescriptive than GDPR, reducing ambiguity but potentially imposing disproportionate burden on smaller entities.

7.2 DPDP SDF vs GDPR High-Risk Processors

Requirement DPDP SDF GDPR High-Risk

DPO Appointment Mandatory; India-based Mandatory; no location restriction

Before high-risk processing; upon significant

DPIA Frequency Annual changes
Independent Audit Annual mandatory Encouraged but not mandatory
Algorithmic
Accountability Explicit due diligence required Covered under DPIA but not explicit

Conditional (government-specified
Data Localization categories) No general localization; transfer safeguards

€20M or 4% turnover (same as regular
Penalty Tier 150 crore for SDF violations processors)

Insight: SDFs face higher compliance burden than GDPR high-risk processors, particularly annual audit and algorithmic accountability requirements.

8. Enforcement and Penalties

8.1 Penalty Structure (DPDP Act Section 33)



Violation Maximum Notes
Penalty
Highest penalty tier; applies to Rule 6
Failure to maintain reasonable security safeguards X250 crore violations
Failure to notify breach X200 crore Board and Data Principal notification
Failure to establish grievance mechanism %200 crore Effective redressal system required
Non-observance of obligations by Data Fiduciary 200 crore General non-compliance
SDF-specific violations (DPIA, audit, algorithmic Separate penalty tier for SDF
accountability) X150 crore obligations
Failure to ensure data accuracy %50 crore Lower-tier violation
Failure to provide notice %50 crore Consent notice violations

Penalty Considerations by Data Protection Board:
o Nature, gravity, and duration of breach
e Type and nature of personal data affected
e Whether breach was repetitive

e Gains made or losses avoided by violator

e Actions taken to mitigate effects and their effectiveness

e Proportionality and deterrence value
e Impact on the entity

8.2 Enforcement Timeline

DPDP Act Enforcement Roadmap:

e November 14, 2025: DPDP Rules 2025 notified

e 2026: Data Protection Board establishment expected; phased enforcement begins

e 2026-2027: SDF designation notifications anticipated

¢ Ongoing: Iterative rule-making for specific provisions (consent managers, government processing, etc.)




9. Critical Action Items for Data Fiduciaries
9.1 Immediate Actions (Next 30 Days)
1. Executive Briefing: Brief Board/senior leadership on DPDP compliance requirements and penalties
2. Appoint Privacy Lead: Designate individual responsible for DPDP compliance program
3. Preliminary Assessment: Conduct quick assessment of current security posture against Rule 6
4. Budget Allocation: Secure budget for compliance implementation (technology + consulting + staffing)
5. SDF Assessment: Evaluate likelihood of SDF designation based on Section 10(1) criteria
9.2 Short-Term Actions (Next 90 Days)
1. Data Inventory: Complete comprehensive data mapping exercise
2. Gap Analysis: Detailed gap assessment against Rule 6 requirements
3. Compliance Roadmap: Develop phased implementation roadmap with milestones
4. Vendor Engagement: RFPs for SIEM, encryption, consent management, DPIA tools
5. Policy Development: Draft privacy policy, data security policy, retention policy, incident response plan
6. DPA Updates: Update Data Processing Agreements with processors to flow down Rule 6 obligations
9.3 Medium-Term Actions (Next 6-12 Months)
1. Technical Controls Deployment: Implement Rule 6 mandatory controls (encryption, RBAC, MFA, SIEM, backups)
2. Grievance Portal: Build and launch Data Principal grievance redressal portal
3. Training Program: Roll out privacy awareness training to all employees
4. Processor Assessments: Conduct security assessments of all Data Processors
5. Testing & Validation: Test all implemented controls; conduct penetration testing
6. SDF Preparation (If Applicable): Appoint DPO; conduct first DPIA; engage independent auditor
9.4 Ongoing Actions
1. Continuous Monitoring: SIEM monitoring; quarterly log reviews; monthly privacy metrics reporting
2. Annual DPIA & Audit (SDFs): Execute annual DPIA and independent audit; submit reports to Board
3. Algorithmic Reviews (SDFs): Quarterly algorithmic fairness testing and bias monitoring
4. Regulatory Monitoring: Track Data Protection Board notifications, guidance, and SDF designations
5. Incident Response: Maintain breach detection and notification capabilities; conduct annual IR drills

6. Board Reporting: Quarterly privacy and compliance reporting to Board/senior leadership



10. Conclusion and Strategic Recommendations
10.1 Key Takeaways
DPDP Act 2023 and Rules 2025 establish India's most comprehensive data protection regime, operationalizing citizen-centric privacy rights with prescriptive technical requirements that exceed global norms in specificity.

Rule 6 represents statutory cybersecurity baseline for all Data Fiduciaries, mandating minimum controls including encryption (at rest and in transit), data masking/tokenization, role-based access controls, comprehensive
logging with one-year retention, SIEM monitoring, backup systems, and contractual flow-down to processors.

Significant Data Fiduciaries face enhanced obligations including mandatory India-based DPO, annual DPIA, annual independent audit, algorithmic accountability assessments, and conditional data localization for
government-specified categories.

Maximum penalties of I250 crore (~$30M USD) for security safeguard failures position DPDP among the world's strictest enforcement regimes, though actual enforcement intensity depends on Data Protection Board
establishment and operationalization.

10.2 Strategic Recommendations
For All Data Fiduciaries:
1. Treat Rule 6 as Non-Negotiable Baseline: Unlike GDPR's flexibility, Rule 6 prescriptive requirements must be implemented as written—encryption, masking, logging, one-year retention are mandatory, not optional
2. Prioritize High-Impact Controls: Focus initial efforts on encryption (at rest/transit), access controls (RBAC, MFA), and logging/monitoring (SIEM)—these address highest risk violations and carry 3250 crore penalty
3. Leverage Cloud Security: Use cloud-native encryption (AWS KMS, Azure Key Vault), access management (IAM), logging (CloudTrail, Azure Monitor) to accelerate compliance and reduce costs
4. Automate Retention Enforcement: Implement policy engines automating retention and deletion per Rule 8; manual processes don't scale
5. Build Scalable Grievance System: Design grievance portal anticipating volume growth; integrate with existing CRM/ticketing rather than standalone system
For Likely Significant Data Fiduciaries:
1. Appoint DPO Proactively: Don't wait for official SDF designation; appoint India-based DPO now to build privacy program
2. Conduct Baseline DPIA: Complete comprehensive DPIA before official SDF designation; establishes baseline for annual DPIAs
3. Implement Algorithmic Governance: Build Al governance framework now; bias detection and fairness testing take time to operationalize effectively
4. Prepare for Localization: Architect systems for data residency flexibility; anticipate government notifications for payment, health, telecom data localization
5. Budget for Annual Audit: Reserve %20 lakhs - %1 crore annually for independent auditor; factor into compliance budget
For Multinational Organizations:
1. Adopt DPDP as India Baseline, Not GDPR: DPDP Rule 6 is more prescriptive than GDPR Article 32; don't assume GDPR compliance satisfies DPDP
2. Establish India Data Residency: Use India cloud regions (AWS Mumbai, Azure Central India, GCP Mumbai); prepare for localization notifications
3. Localize DPO Function: If designhated SDF, ensure DPO is India-resident with authority to engage local Board; reporting to EU/US DPO insufficient

4. Harmonize with Global Privacy Program: Integrate DPDP into existing privacy framework; leverage global DPIA, audit processes adapted for India requirements

10.3 Future Outlook

Data Protection Board establishment (expected 2026) will clarify ambiguities in Rule 6 ("appropriate" access controls, monitoring requirements) and issue sector-specific guidance.



SDF designation notifications will trigger enhanced obligations for large platforms; likely designations include social media (100M+ users), payment processors (X10K+ crore TPV), telecom operators, large e-commerce
marketplaces.

Data localization notifications will specify categories requiring India residency; anticipate payments data (RBI precedent), health data (Digital Health Authority), Aadhaar data, and "critical personal data" yet to be defined.

Regulatory enforcement intensity will ramp up gradually; expect initial focus on egregious violations (breaches unreported, no encryption) before systematic audits; proactive compliance now avoids early enforcement
targets.

Technology evolution will lower compliance costs over time as cloud providers, SaaS vendors build DPDP-native capabilities; early adopters face higher implementation costs but gain competitive advantage.

Appendices:
¢ Appendix A: Data Fiduciary Technical Controls (26 controls)
e Appendix B: Significant Data Fiduciary Controls (20 SDF-specific controls)
e Appendix C: SDF Designation Criteria Assessment

e Appendix D: DPDP Implementation Roadmap (28 activities across 8 phases)

Technical Controls - Data Fiduciary

Control Category DPDP Technical Control Requirement Implementation Details Verification Method Non-Compliance Penalty
Provision

Up to 3250 crore (Section

Data Security - Encryption Rule 6(1)(a) Encrypt personal data at rest AES-256 encryption for databases, file systems, storage media Certificate review; penetration testing 33)
Data Security - Encryption Rule 6(1)(a) Encrypt personal data in transit TLS 1.2+ for network transmission; HTTPS for web applications Network trafflc |ns.pect|on'; SSL/TLS Up to 2250 crore (Section
configuration audit 33)

Data Security - Data Mask Aadhaar, PAN, financial data in logs and non-production Up to X250 crore (Section

. Rule 6(1)(a) Mask/obfuscate sensitive data fields . Code review; test environment validation
Masking environments 33)
D'I?;Eesne;:trilzm- Rule 6(1)(a) Use virtual tokens mapped to personal data Tokenization system for payment data, sensitive identifiers Token generation testing; mapping verification Up to ?250;;;)re (Section
) . . - _— . . . . Up to X250 crore (Section
Access Control Rule 6(1)(b) Implement role-based access control (RBAC) Define roles (admin, user, analyst) with specific permissions Access control matrix review; privilege audit 33)
Restri - L ivil inciple; ict PlI hori . 32 i
Access Control Rule 6(1)(b) estrict access to computer resources on need east privilege principle; restrict Pll access to authorized User access logs: quarterly access reviews Up to X250 crore (Section
to-know basis personnel only 33)
Implement multi-factor authentication MFA for administrative access; consider MFA for user accounts . ) . . Up to 3250 crore (Section
Access Control Rule 6(1)(b) . . Authentication system configuration review
(recommended) accessing sensitive data 33)
. N S . IEM ivalent; | I , ifications, . e %2 i
Logging & Monitoring Rule 6(1)(c) Maintain audit logs of all personal data access > system or equiva Zr;etci)gnz access, modifications Log sampling; completeness verification Up to 50;;;)% (Section
Technical Controls - Significant Data Fiduciary
Control Category DPDP Provision SDF-Specific Requirement Technical Implementation Deliverable/Output Frequency Responsible Non-Compliance
Role Penalty
Governance - DPO Section 10(2)(a)(i) Appoint Data Protection Officer (DPO) DPO appomtment Ietterf organizational bPO appomtmgnt documentatlon; Ong—tlmg (at Bgard of Up to X200 crore
chart showing reporting to Board contact information designation) Directors
Governance - DPO Sectlon“ DPO must be based in India Indian resident ve.rlflcatllon; office location DPO India re5|d.e.ncy. proof; address Ong-tlmg (at CHRO/Legal Up to 2200 crore
10(2)(a)(ii) in India verification designation)
i . . B luti inting DPO; B i i ; DP -ti B f
Governance - DPO Sectlor?” DPO responsible to Board of Directors oard reso ut'lon appomt@g © oard meet'ln.g’ r.nlnutes. © One. tlm? (at F)ard © Up to X200 crore
10(2)(a)(iii) delegation of authority responsibilities matrix designation) Directors




Section DPO as point of contact for grievance DPO contact details published; escalation | Published DPO contact on website/app; One-time (at DPO/Privacy
Governance - DPO . . . . . . . Up to %200 crore
10(2)(a)(iv) redressal mechanism from grievance system to DPO grievance routing workflow designation) Team
Risk Assessment - Section 10(3) Conduct periodic DPIA as prescribed DPIA framework and methgdology; risk Annual DPIA report Annually DPO/Privacy Up to 2150 .Cfore
DPIA assessment matrix Team (SDF-specific)
Risk Assessment - Rule 13(1)(a) Conduct DPIA annually (once every 12 DPIA schedule aqd calendar; annual DPIA execution r.e.cords; completion Annually (every 12 DPO/Privacy Up to X150 crore
DPIA months) execution plan certificates months) Team
Risk Assessment - Rule 13(1)(a) DPIA covers a.nII processing activities and Co'mpre.hensjive proces.s.ing .inventor)'/; risk Processing risk' register; mitigation Annually DPO/Privacy Up to X150 crore
DPIA risk assessment identification and mitigation tracking action plan Team
Designation Criterion DPDP Assessment Factor lllustrative Threshold/Example Likely Entity Types Example Organizations (Hypothetical)
Section
Large social media
Section Number of data principals (users) whose data platforms Meta (Facebook/Instagram), Google
Volume of Personal Data p P >10 million data principals (indicative) (Facebook, . 9 ' gie
10(1)(a) is processed Microsoft
Instagram,
Twitter/X)
E-commerce
i . . . - ketpl A India, Flipkart, , Ola, Swiggy,
Volume of Personal Data ?g(c;cl)(():) Scale of data processing operations Processing billions of records annually (Ar:]aazroi,tﬁ)zl?glf:rt), mazon India |§O:';tgber Ola, Swiggy
ride-hailing apps
Payment gateways,
Sensitivity of Personal Data Section Processing of financial data (bank accounts, Payment processors, banks, NBFCs, fintech digital wallets, PhonePe, Paytm, Google Pay, HDFC Bank,
y 10(1)(a) credit cards, transaction history) platforms banks, stock ICICI Bank, NSE, BSE
exchanges
Hospital chains,
e Section Processing of health data (medical records, Hospitals, health insurance providers, diagnostic labs, Apollo Hospitals, Fortis, Max Healthcare,
Sensitivity of Personal Data o o - .
10(1)(a) prescriptions, health conditions) telemedicine platforms pharmaceutical Tmg, Practo
companies
Aadhaar
- i P i f bi i fi ints, I i ificati \ I henticati . .
Sensitivity of Personal Data Section rocessing o blomgtrlc dg’Fa (fingerprints dentity verification systems, border contro aut entlcat‘lon UIDAI (Aadhaar), state identity systems
10(1)(a) facial recognition, iris scans) systems systems, national
ID systems
. . . - . . . i , HR
Risk to Rights of Data Section Likelihood of harm from unauthorized access, Large-scale automated decision-making Credlt' bureaus .
. . R analytics platforms, CIBIL, Experian, HDFC ERGO, LIC
Principal 10(1)(b) breach, or misuse affecting life, liberty, employment insurers




